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Discussion

Introduction
Capture the flag (CTF) exercises have been used in cybersecurity for fun and for training and
education for many years. In our own experience, students often become frustrated when they do

which students actually struggled; nevertheless, we were able to infer this in many cases by read-

not make progress. This has also been reported by others [8]. Even with instructor office hours

ing the bash history logs and counting the milestones achieved.

and TA support, many students have trouble and struggle with completing hands-on exercises. Our

One of the simplest trends we observed was that more persistent students would score higher

goal is to provide tools to help students be more engaged by automatically detecting when they

on the exercises. Encouraging persistence may increase exercise completion rate. In the future, we

are struggling, and to potentially offer a hint when that happens.

plan to interview students afterwards to see what they struggled with and correlate that with their
-

command line history.

pleted by 25 students in a small cybersecurity class, and developed features based on the result-

Some preliminary work explored how well this model applies when students are just begin-

ing annotated bash history files produced by ACSLE [1], an automated reporting and log file col-

ning the exercise, not just at the end of it. A variation of this model trained only on the snippets of

lection program for testbeds. While the first class we tested our methods on was small, the data
collection and annotation system would scale to larger classes and potentially give even more precise results with more data.
We evaluated the classifier using primarily the number of milestones completed, but also the

Figure 1: This figure shows the percentage of students who achieved one or more new milestones, then

bash history between new milestones achieved still maintains 80% accuracy (Fig. 2), and points

went on to complete the exercise. As students progress and continue to reach new milestones, more stop

toward increasing completion rates as students persist longer. (Fig. 1) To construct this dataset and

working. As fewer continue, the ones who do end up with a higher likelihood of completing. The blue

generate more data, we sliced the data for each student several times progressively, so that a

dots represent the actual value, and the black dots represent the predicted value.

single student who, for example, achieved three new milestones, had three data points, each rep-

log files themselves with both student input and command line output. We did not have ground

resenting what their bash history data would look like if they stopped working at that point.

truth information on each student as to whether they struggled or not. By constructing three fea-

Results

tures from this data: the number of related commands between each new milestone achieved,

After training a support vector classifier with the training set, we evaluated our work with the valithese features as inputs into a multi-dimensional support vector classifier, we were able to predict

dation set and found that the classifier was able to accurately predict true or false values for 80%

exercise completion with 80% accuracy. Our work will provide a good basis for a new model to

of the data. The confusion matrix is shown in Figure 3. Note that the classifier is pessimistic, which

suggest hints automatically.

is good, since we want to minimize false negatives. There were no false negatives with the sample
data. There were some false positives, i.e. it predicted that 4 out of 20 students would not finish
but they did.

Methods
To construct inputs for our classifier, we first created three features, computed them for every
student, and checked our work by evaluating each log file by hand. These features are described
below.

Figure 2: Classifier accuracy for the scale on the x axis described by Fig.1. Our classifier is able to accu-

The first metric was the average number of commands between new milestones reached. This
could possibly describe how much effort was spent for each learning objective met. Initial analysis

rately predict exercise completion with 80% accuracy or better for the first five occurrences of new mile-

showed that students who completed more milestones either entered relatively few commands for

stones.

each milestone that they reached, or took their time and entered more, possibly indicating that

Conclusion & Future Work

The second metric was the longest string of repeats of any single command. To count com-

Since the ACSLE system shows the failed attempts at a milestone, it makes it easier for exer-

mands that were close, but not identical, we would compute the edit distance (or Levenshtein dis-

cise authors to identify common misconceptions and then produce hints for each of them. One way

tance) from each new command to the last.

to use this would be to alert the instructor when a student is struggling, and the instructor could

mands and bash history. This operated on the initial assumption that while the REGEX search

Figure 3: Confusion matrix for the evaluation dataset after training our SVC.Note here that 0.0 rep-

method of seeing if a command matches a milestone may be good, it is binary, and sometimes a
matrix represents a measured state and its outcome.

continuous metric can produce better results.
-
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placed this data into a scikit-learn support vector classifier.
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In the future, instructors will be able to write a single file that describes commands that students could use in a solution. The string-edit distance between what they typed and those com-

assist stuck students after our system detects that they may not finish.
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